
We regularly scan for exposed credentials tied to our domains on the dark web. 

We maintain a rolling 12-month record of training and phishing test results for all staff. 

We test employees’ ability to detect phishing emails at least once per quarter. 

We maintain an executive-level cyber risk scorecard. 

A password manager is deployed company-wide, with enforced adoption. 

MFA is required for all privileged accounts (domain admins, IT, finance). 

MFA is enforced across all cloud applications (Microsoft 365, Salesforce, etc.). 

Remote access (VPN, RDP, etc.) is locked down and MFA-protected. 

Privileged access is audited monthly.

AKTION CYBERSECURITY RISK
MANAGEMENT CHECKLIST

Security Readiness Checklist 
Use this checklist to assess your organization’s security readiness. For each item, mark “yes”, 
“no”, or “not sure”. Unchecked boxes indicate potential risk areas.

PHASE 1 

Y N N/SDiscovery & Awareness

PHASE 2 

Y N N/SCredential & Access Hardening

Conditional access policies are enforced for cloud logins. 

Local admin rights are removed from non-IT staff. 
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We know our recovery time objectives (RTO) and recovery point objectives (RPO). 

We have documented procedures for isolating and restoring systems after ransomware. 

All critical servers, endpoints, and SaaS applications are backed up offsite. 

Backups are tested at least quarterly with documented recovery results. 

SPF, DKIM, and DMARC are configured in 'enforce' mode for all domains. 

Suspicious attachments are sandboxed before delivery.

Executive and finance mailboxes have additional impersonation protections. 

We audit for mailbox auto-forwarding rules quarterly. 

PHASE 4

Y N N/S Data Resilience & Recovery

PHASE 3 

Y N N/SEmail & Communication Security

Advanced email security is deployed and tuned. 

External email banners are enabled. 

PHASE 5

Y N N/SBaseline Security & Compliance

No cloud storage containers (S3, Azure Blob, etc.) are publicly exposed without authorization. 

Logs from endpoints, firewalls, and cloud apps flow into a centralized SIEM/UEBA. 

We maintain written, insurer- or framework-aligned policies (CIS, NIST, HIPAA, PCI, etc.). 

We have a security baseline assessment for our Microsoft 365 and Azure tenant. 

Firewalls have IDS/IPS enabled and logging centrally collected. 

We can produce evidence of security controls for auditors within 48 hours. 

Firewall rules are reviewed and cleaned at least annually. 



DNS traffic is filtered and logged.

All endpoints are enrolled in EDR.

USB/storage device use is monitored or restricted. 

Endpoint isolation/quarantine can be initiated centrally. 

Security alerts are reviewed daily. 

Our executive team is briefed on security readiness at least once per year. 

We have a written Incident Response Plan tailored to our environment. 

We have conducted a tabletop exercise in the past 12 months. 

PHASE 6

Y N N/SResilience & Strategic Prep

Data classification scheme (Public, Internal, Confidential, Restricted) is defined. 

Communication plan for breaches is documented (executives, legal, regulators, customers). 

Acceptable Use Policy is documented and acknowledged by all staff. 

Disaster Recovery Plan is aligned to business RTO/RPO objectives. 

We run regular vulnerability scans and remediation cycles. 

Encryption requirements are documented for endpoints, email, and backups. 

Security policies are reviewed and updated annually. 

MFA requirements are written into policy. 

Password Policy aligns with NIST/CIS guidance. 

Remote work / BYOD security policies exist. 

Vendor/supply chain security is addressed in policy. 
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